Cybersecurity Considerations Impacting
the US Critical Infrastructure: An
Overview

Cybersecurity isone of the essential assets of everyday life. All the data thatis within reach of Internet
of Things (loT) based devicesis prized; the passwords that are stored on smartphones, the constante -
mails sent out with sensitive data, and connected appliances play an ever-growing role that affect
people'slives. Therefore, itisimperative to act against cyberattacks that are aimed at critical
infrastructure to ensure that data remains safe and that itis not exposed. Cyberattacks by state and
nonstate groups and entities underscorethe need to pay attention to the threat such groups may
presentlong-term,includinginherent differences in targeting motivations, strategies and tactics
adopted andimplemented by such groups. 1 This brief perspective offersareview and insightinto
dominantand pressing cyber-related threats aimed at critical infrastructure in the United States.

Hackers have become more adept at digital assaults, yet many of the basicinfrastructure frameworks
still rely onlegacy systems that are powerless against straightforward digital assaults. Stuxnet, Havex,
BlackEnergy 3, and Industroyer are some examples of the most prominent attacks against critical
infrastructure. 2 The malware that attacks these infrastructures have been intentionally and
professionally designed as well.

Various loT-based devices are implemented within critical infrastructure for practical communication.
These loT-based devices that are connected to the internetare expected to be at 75 billion by 2025 and
the situation will likely worsen due to more attacks targeting critical infrastructure. 3The bestloT-
based solutions have drastically improved criticalinfrastructures. A device which has an IP address can
connectto theinternetand be exposedtovirtually all IP-based cyber-attacks. Examples of loT-based
cyber-attacks around the world and the dangersthey pose towards critical infrastructures are also
furtherexamined below.



¢ The Russian Foreign Intelligence Service (SVR) targeted aminimum of five government agencies,
whichincludedthe U.S. State Department, Department of Homeland Security (DHS), Departments of
Treasury and Department of Commerce. 4

e SolarWinds:Russian hackers accessed email accounts belongingtothe head of the Department of
Homeland Security. 5

e Hafnium:Dubbed as “potential espionage mission,” 6the hack took place in February of 2021 and
targeted Microsoft’s Exchange email service. Vulnerabilities in Microsoft software enabled the hackers
to gain access to the servers for email and calendar service, affecting thousands of peopleglobally. Itis
believed the attack was carried out by Hafnium, a China-sponsored group. 7

e Unnamed American Water Authority: Hackers took control of a US water authority’s cellular network.
Cellularrouters were used to increase data bills by “15,000%, from $300 monthly to well over $50,000
overatwo-month period.” 8 This stands in stark contrastto past hacking attemptsfocused on
interruptingthe watersupply or seeking to poison the water.

Otherrelevantattacksinclude butare notlimitedto Iranian Cyber Attack on New York Dam (Iran-
sponsored), Moderna (China-sponsored), Unnamed US Natural Gas Operator, and San Francisco’s
Municipal Transportation Agency (MUNI) Light-Rail System. 9, 10, 11 Although loT-based applications
empower more productive performanceand correspondence through critical infrastructures, this can
alsolead to numerous security vulnerabilities, thus increasing the likelihood of cyber-attacks. To
comprehend the seriousness of the circumstance, itis crucial to assess the impact and outcomes of the
referenced cases. Within this context, the showcases of attacks demonstrate the weakness esthat are
found throughout all critical infrastructure systems.
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Common Types of Cyber-Attacks: Countermeasures

Cyber-kineticattacks aim at loT-based applications and Industrial Control Systems (ICS). These types of
attacks compromise humanlife, one’s physical well-being orthe ecosystem. The type of attacks thatare
used range from being simpleto being extremely difficult and complex. The most-well known
techniques utilized in these cyber-attacks include malware, phishing, Denial-of-Service (DOS) Attack,
password attack, access controland hacking. Forinstance, between 2014 and 2020, the United States
charged a number of Iranian nationals for their malware, phishing, and DDos attacks. 12 Similarly, in
light of recent developmentin Ukraine, the DHS has warned against Russia potentially engagingin
cyberattacks against the United States, ranging from “low level denial of service attack to ‘destructive’
attacks targetingcritical infrastructure.” 13

Cyber-attacks are recurring frequently anditis becomingincreasingly difficult to seize and mitigate
them. With that said, there are numerous methods to counter cyber-attacks and successfully eliminate
them. The simple safeguard procedures have a majorsignificancein terms of decreasing the impacts of
existingand future attacks. Some of the most renowned strategies tolessen cyberattacksinloT-based
critical infrastructuresinclude encryption, backdoors and login process, and internet Protocol fast
hopping.” 14



A number of prominent cyber-attacks took place during President Trump and current President Biden’s
administration. 15 President Biden’s newly issued Executive Order 14028 is expected to strengthen the
nation’s cybersecurityeffort as it proactively targets the rampant malicious cyber campaigns and
pursues government-private sector partnerships. 16 As noted by the White House, “Protecting our
Nation from malicious cyberactors requires the Federal Government to partnerwith the private sector.
The private sector must adaptto the continuously changing threat environment, ensure its products are
builtand operate securely, and partner with the Federal Government to fosteramore secure
cyberspace.” 17 The current cybersecurity trendislikely to influence and strengthen private -public
relationship to countercybersecurity threats doth domestically and internationally. 18
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